Modern information technology is rapidly changing how new knowledge is discovered in most fields of science, including medicine. This technology offers interesting possibilities in the development of methods to understand diseases better, but it also presents new ethical challenges. The new technology offers the possibility of mining large data sets for knowledge, without a priori hypotheses, by systematically juxtaposing various data in the search for the best fit. This kind of pure combinatorial analysis may be particularly powerful in the case of the common diseases, most of which are complex and have remained beyond the reach of the classic hypothesis-driven approach to biomedical research. However, to take full advantage of the new techniques, it is important to have access to large amounts of primary data in one place. This calls for large data bases on health care that can be mined for knowledge, either alone or in combination with other data on disease and health, such as variations in the human genome.
Before conducting large-scale biomedical research on a population, it is considered important to obtain the consent of that population. 3, 4, 5 After a vigorous debate in Icelandic society, the Icelandic parliament passed a law permitting the construction of the IHD, a data base made up of information from the medical records of all Icelandic citizens. 6 The debate included 700 newspaper articles, more than 100 radio and television programs, and several town meetings all across Iceland. On the eve of the parliamentary vote, a poll showed that 75 percent of Icelanders supported the passage of the bill, whereas 25 percent were against it. The data-base law was passed by the same margin, and since then support for it has been growing. A poll taken by the Gallup organization in the beginning of April 2000 showed that 90 percent of those who took a stand on the issue supported the data-base law, and 10 percent were against it. The vigorous debate in Icelandic society over the IHD was mostly constructive and had a substantial effect on the final legislation and the data-base license that was eventually granted. Debate is one of the most important mechanisms by which complex ideas are processed by democratic societies.
Individual Consent
According to the law, the data in the IHD will be collected under the assumption of "presumed consent." Presumed consent is a nebulous concept, but in the context of this project, we regard it as the consent of society to the use of health care information according to the norms of society. These norms may vary from one society to another and may change with time. It is important that the data in the IHD will be only data from medical records that are produced in the process of delivering health care. Some argue that presumed consent is inconsistent with the right of individuals to decide for themselves and actually amounts to no consent at all. 7 However, presumed consent is the standard used for research on health care data that is produced in the process of delivering medical services. It is not certain that we would have health care as we know it today if explicit consent had been a prerequisite for the use of medical data.
To enhance the authenticity of the presumed consent in the case of the IHD, the law stipulates that individual persons can opt out of the data base. 6 They can request that their data not be entered into the IHD by signing a form that is available at all health care institutions in Iceland, including all clinics and drugstores. In the list of those who have opted out of the IHD, no names are shown and social-security numbers are encrypted to diminish the likelihood that opting out of the IHD will lead to discrimination. In April 2000 (17 months after the data-base law was passed), a Gallup poll showed that 8.6 percent of Icelanders were against the IHD; by that time, 80 percent of that number, or 7 percent of the nation, had opted out of the data base.
The law allows the cross-matching of medical information in the IHD and genotypic data, but only data from individual persons who have consented to the generation and use of genotypic data. 6 Such crossreferencing must be performed with methods approved by the Data Protection Commission of Iceland ( Figure 1 ). An unresolved issue is whether deCODE will be allowed to ask for broad consent from participants to correlate any information in the data base with data on variance in their genomes (genotypic data). "Broad consent" as applied here indicates consent in which the potential subjects cannot be informed in the same detail required by informed consent. Broad consent is a far cry from "blanket consent," which would give researchers an unrestricted right to use the data or the biologic sample. With broad consent to use the genotypic information to study the genetics of health and disease it would be possible to use combinatorial analysis systematically to seek the best fit between all regions in the genome and all phenotypic variants recorded in the data base. The interests at stake are not trivial, because, without broad consent, the data base would be only an extraordinarily effective tool for classic gene mapping, rather than a revolutionary method for studying the interplay between genetics and environment in human disease and health.
The majority of the international bioethics community has supported the use of broad consent. 8,9,10,11 Elias and Annas, for example, have promoted the use of broad consent in clinical genetic testing. 12 Some members of this community, however, remain skeptical of the wisdom of broad consent because of the difficulties in making certain that consent is informed. 13, 14, 15 Informed consent was devised to protect the autonomy of individual subjects against overzealous scientists. Nobody should participate in biomedical research unless he or she makes an informed decision to do so, and nobody should be coerced or tricked into making such a decision. The goal is to protect the autonomy of the individual; the tool is informed consent.
The demand that consent to research participation be informed is difficult to enforce and not always practical to achieve. It is possible to demand that the consent process contain certain keys to aid understanding of the proposed research, but it is rarely possible to determine whether the prospective participant understands the proposal, or wants to understand it. That is why there is a universal policy precluding children or mentally impaired persons from consenting to research. It is important to keep in mind that part of our autonomy, our right to self-determination, is the right to make uninformed and even foolish decisions. Nevertheless, most would agree that society should not sit idly by when the decision to commit suicide is contemplated, nor when a decision is made to participate in lifethreatening research. 16 Some bioethicists now say that the main reason that people cannot grant broad consent is that their decision cannot be an informed one. Hence, the requirement for informed consent has become a reason to restrict the very autonomy it was originally meant to protect. The right to self-determination is a fundamental human right, and we believe it is the right of individual persons to grant broad consent or even blanket consent to the use of their biologic material or of information about them.
Our view is that fully alert people of reasonable intelligence should be allowed to give broad consent for the scientific use of biologic samples and medical and genetic information about them. We have deliberately left out of this discussion any mention of experiments that entail physical risk. Our argument deals only with risk entailed by the use of medical-records data.
We consider that consent for genetic research has three components. The first is consent to the acquisition of the biologic material that is used as the source of DNA. The second is consent to the genotyping of the DNA. The third is consent to the use of the genotypic information that results. The first two components are the same for the IHD as for projects related to the genetics of individual diseases. In the case of the IHD, the third component differs from the study of individual diseases, because we ask for broad consent. In both cases, however, the consent requested is for the use of genotypic data to generate knowledge about the nature of the group, rather than knowledge about the individual person. The consent process for correlating genotypic data with the medical-records information contained in the IHD has yet to be defined by the committees that will oversee the IHD (described below). We assume, however, that the consent process will not differ substantially from that currently used for correlating data on genotypes with specific features of health and disease.
Protection of Privacy
All data entered into the IHD will be copied from medical records that are filed under individual names and social-security numbers at the various health care institutions. These records are easily accessible because they are used by those who provide medical services to patients, sometimes under urgent circumstances. In the IHD these records will be stored with identification numbers encrypted by the Data Protection Commission of Iceland, which receives its charge under the Privacy Law of Iceland ( Figure  1 ). Information will be retrievable from the data base only for groups of 10 or more people, not individual persons. Strict administrative procedures will protect the data. Actually, the data contained in the IHD would be much easier for unauthorized persons to obtain from the original institutions where they are stored in uncoded form.
Why should Icelanders trust a private company to protect their personal health care information? It is probably better for a private company to hold this information than for the state to do so, since governments can violate the privacy of individuals to advance the interests of society as a whole. Moreover, if a health care data base managed by a private company violates privacy, the company can be closed down. According to the Icelandic law, deCODE will lose the license to develop and use the data base if the conditions of the license, including the stipulations regarding the protection of privacy, are not met. Violations of the data-base law are also punishable by monetary fines and imprisonment.
The restrictions imposed on the IHD in order to protect individual privacy make it difficult to connect discoveries made through the use of the data base directly with individual persons. The Icelandic legislature decided that the protection of privacy was more important than the possibility of immediate benefits to individuals. However, if the appropriate authorities granted permission, it would be relatively easy to identify and contact all persons in Iceland who had a particular risk factor for disease. Since all discoveries made with use of the IHD will be based on DNA from people who have granted explicit consent, it will be possible to ask the donors whether they want their genotypes to be stored under their names and whether they wish to be notified about any associations between alleles they carry and specific diseases or predispositions to the development of disease. Notifying participants in research of the results as they apply to them as individuals before the results have been confirmed and put in the appropriate clinical context is always problematic. For example, the discovery of a mutation in a gene that is found in 100 percent of patients with a certain disease does not tell us in how large a proportion of patients with the mutation the disease develops, nor how reliable the test for the mutation is. A basic discovery should always be validated clinically before it is made known to individuals.
Scientific Freedom and Commercial Influences
Since the data that are entered into the IHD are simply copies of data that will remain within health care institutions, it is not easy to see how the data base could restrict the freedom of science. There is, however, some concern that the commercial mission of private enterprise will influence the way research on the data base is performed and how the results are distributed and used.
It is important to ensure that research based on the IHD meets international ethical standards. Therefore, the IHD will be subject to the oversight of four government regulatory bodies: the Data Protection Commission of Iceland (appointed by the ministry of justice), an interdisciplinary bioethics committee, the National Bioethics Committee, and an operational oversight committee (the last three appointed by the minister of health).
The enormous value placed by the new economy on high-technology companies has shifted the creation of value away from production and distribution and toward discovery, innovation, and development. As a consequence, many more resources are being funneled into innovation and discovery than ever before, and private enterprise has increased, not decreased, the pace of scientific discovery. Furthermore, the focus of the discovery of new knowledge (at least in biology and information science) has drifted away from academia and toward industry. Time alone will tell whether this is good or bad.
The question of the distribution of knowledge and the need for a free flow of information is important. We should all do our best to make certain that scientific discoveries in medicine are quickly and widely distributed. The primary goal is to use medical discoveries to develop better methods to diagnose, prevent, and cure diseases. Today, this often requires that an intellectual property be secured, which may delay publication of a discovery. The choice between early publication and the development of a product for the benefit of patients with a particular disease is, in our minds, an easy one. More often, however, these two goals go hand in hand, and no choice has to be made. 
